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ABSTRACT:  The American Institute of Aeronautics and Astronautics (AIAA) recognizes that the 
ever-changing nature of cyber threats creates an urgent need for an evolving and adaptive 
cybersecurity policy to address these challenges. Countless cyber attacks are launched against 
the United States on a daily basis. The amount of information in cyberspace, and the number of 
entry points into critical infrastructure, continue to grow at exponential rates. At the same 
time, critical national assets are either protected by antiquated security measures or are failing 
to consider future threats as new projects are conceived and brought on line. The need for a 
secure and reliable cyberspace has never been more critical. It is more important now than ever 
before to fully implement a cybersecurity policy that addresses current system shortcomings 
and provides for the ability to adapt to future threats. 
 
BACKGROUND:  In July 2011, the DoD released “Department of Defense Strategy for Operating 
in Cyberspace”. In laying out its five strategic initiatives, the DoD said “As directed by the 
National Security Strategy, DoD must ensure that it has the necessary capabilities to operate 
effectively in all domains – air, land, maritime, space, and cyberspace.” This statement has had 
the effect of putting cyberspace on par with other theatres where DoD conducts operations. It 
has also led to the idea that the DoD would consider a sustained cyberattack to be an act of war 
against the United States which could result in a conventional response. 
 
On several occasions the GAO has issued reports detailed the current state and shortcomings of 
cybersecurity within the United States. A sample of cybersecurity benchmarks and 
recommendations are included in: 

• GAO-12-092, December 2011, Cybersecurity Guidance is Available, But More Can Be 
Done to Promote Its Use 

• GAO-11-421, June 2011, More Detailed Guidance Needed to Ensure Military Services 
Develop Appropriate Cyberspace Capabilities 

• GAO-10-606, July 2010, United States Faces Challenges in Addressing Global 
Cybersecurity and Governance 

Additionally, there have been a variety of recommendations regarding cybersecurity from both 
the executive and legislative branches. They range from education and training of “cyber 
warriors” to increased protection of U.S. infrastructure and personal identification information 
(PII). While there has been significant movement on the legislative front, with over 50 cyber 
related bills in the last session, progress has been slow to materialize. A May 2011 letter from 
OMB to the House and Senate leadership stressed the President’s stance on the importance of 
cybersecurity by recognizing that the “cyber threat is one of the most serious economic and 
national security challenges we face as a nation.” 
 
In line with previous GAO recommendations, the administration’s proposed legislation “…would 
improve critical infrastructure protection by bolstering public-private partnerships with 
improved authority for the Federal government to provide voluntary assistance to companies 
and increase information sharing. It also would protect Federal Government networks by 
formalizing management roles, improving recruitment of cybersecurity professionals, and 
safeguarding the Nation's access to cost-effective data storage solutions.” 



 
As Figure 1 and Table 1 illustrate, more than 41,000 attacks on U.S. government systems were 
reported in fiscal year 2010 – a sharp increase from only 5,503 in 2006, just four years earlier. 

 
 
 
Shortcomings in the cybersecurity system of the United States – both government and private 
industry – still persist, and need to be addressed immediately. GAO findings and 
recommendations from its 2009 report (GAO-09-432T) have still not been implemented. 
Legislation dealing with cybersecurity has been introducted but remains in limbo. In the 
meantime, the United States continues to be subjected to daily cyber attacks and the gap 
between where we are and where we need to be continues to grow.  
 
To address these issues, AIAA recommends full implementation of GAO-09-432T to address 
infrastructure deficiencies. Additionally, HR 2096 “Cybersecurity Enhancement Act of 2011”, 
intended to advance cybersecurity R&D and technical standards, should be passed by Congress. 
With regards to critical infrastructure improvements like NextGen, cloud computing, and 
“SmartGrid,” sufficient reviews of cybersecurity planning and procedures should be conducted 
to address any vulnerabilities in both U.S. government and private networks. Realistic funding 
and staffing levels will be necessary to avoid an inability to provide adequate support based on 
high level of demand for a cyber-educated workforce. 
 
Prompt action by the Congress to address the establishment of a nationally focused but 
adaptable cybersecurity policy with clearly stated strategic objectives, goals, and priorities will 
be critical to the United States being able to combat the growing sophistication and volume of 
cyber attacks against critical U.S. infrastructure and national security assets. 
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